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Data Protection Policy and Guidance

[bookmark: _Toc149827077]1. Introduction

This policy and guidance details how Realise Futures adheres to the General Data Protection Regulations - (GDPR - May 2018) and the UK Data Protection Bill.

[bookmark: _Toc149827078]2. Scope

This policy is for all employees including non-executive directors and volunteers.  All personnel who process or use any personal information must ensure that they follow this policy and guidance at all times.

[bookmark: _Toc149827079]3. Data Controller and Processor

Realise Futures is a Community Interest Company and limited by guarantee.  Realise Futures is both a Data Controller and a Data Processor depending on the nature of the business being fulfilled.  As a sub-contractor in some parts of the company, the contractor will determine the purpose and means of processing personal data.  The contractor will ensure that Realise Futures comply with GDPR.  There will be written notification of agreement between the two parties.  As a private company, Realise Futures will ensure that we comply with GDPR as both a Controller and Processor.

[bookmark: _Toc149827080]4. Why do we store data?

Realise Futures stores information about its employees, volunteers, customers and partners to be able to monitor performance and achievements to deliver contracts as well as to process information so employees can be recruited and paid, activities organised, orders fulfilled and legal obligations to funding bodies and legislative organisations are met.

The accountability principles of the GDPR (article 5), states that companies must be responsible for and be able to demonstrate compliance with the principles.  Realise Futures have a responsibility that requires personal data to be:

· processed lawfully, fairly and in a transparent manner in relation to individuals
· collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes
· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed
· accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay
· kept in a form which permits identification of data subjects for no longer than is necessary 
	
· processed in a manner that ensures appropriate security including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

[bookmark: _Toc149827081]5. Rights of Individuals

All individuals including employees and our customers have the right to know what information Realise Futures holds and processes about them.  They have the right to:

· be informed
· access
· rectification
· erasure
· restrict processing
· data portability
· to object
· automated decision making and profiling

An explanation of individuals’ rights can be found on the Information Commissioners Office website:  https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/

If an employee, volunteer, non-executive director considers that this policy has not been followed in respect of personal data about themselves then the matter should be initially raised with the designated Data Protection Officer.  If the matter is not resolved it should be raised as a formal grievance.  It is an employees’ responsibility to check that the information they provide is accurate and up to date.

[bookmark: _Toc149827082]6. Data Protection Officer

The designated Data Protection Officer for all departments of Realise Futures is:

Jane Sutton - Business Systems Director
Realise Futures, Lovetofts Drive, Ipswich, IP1 5NZ
Tel: 07738 704775
Email: Jane.sutton@realisefutures.org

In the event that the Data Protection Officer is out of the business, you can contact the Quality Improvement and Compliance manager:

Matthew Butcher
Realise Futures, Lovetofts Drive, Ipswich IP1 5NZ
Tel: 07522 562903
Email: Matt.butcher@realisefutures.org

The data protection officer(DPO) is responsible for monitoring compliance with the UK GDPR, other data protection laws and our data protection policies at a strategic level. They act as a point of contact for any data breaches and provide advice on any data protection obligations and processes within the business, including data protection impact assessments. 
The Quality Improvement and Compliance manager supports the DPO at an operational level by monitoring data protection policies centrally, completing audits and ensuring the implementation of any changes required in data protection processes and activities.

[bookmark: _Toc149827083]7. Personal Information and Special Category Data

Personal information is defined as any details relating to a living, identifiable individual. Within Realise Futures this applies to employees, volunteers, non-executive directors, partners, contractors, customers of all departments and any other member of the public who uses Realise Futures services and/or products.  We need to ensure that personal information relating to all these people is treated correctly and with the appropriate degree of confidentiality that meets the requirements of the GDPR.

The information held may include an individual’s name, postal, e-mail and other addresses, telephone numbers, organisational roles and membership status. Personal information is kept to enable Realise Futures to meet the requirements of our contracted services and to ensure as a private business we meet all legislative requirements.

Some personal information is categorised under GDPR as ‘special category data’, this is sensitive data that requires more protection and a separate condition for processing is allocated as well as a lawful basis.  Where a company holds special category data, a Data Protection Impact Assessment (DPIA) needs to be completed.  Realise Futures has a central Data Protection Impact Assessment which was completed on the implementation of the GDPR.  Special category data is as follows:

-    ethnic origin
· politics
· religion
· trade union membership
· genetics
· biometrics (ID purposes)
· health
· sex life or
· sexual orientation




[bookmark: _Toc149827084]8. Processing of Personal Information and Special Category Data

All employees and volunteers who process or use any personal information including special category data are responsible for ensuring that:

· any personal information which they hold is kept securely
· personal information is not disclosed/shared either orally or in writing to any unauthorised third party.  Authorised third parties are listed in the privacy notice.

Employees and volunteers should note that unauthorised disclosure of any personal information will be a disciplinary matter, and in some cases may be considered gross misconduct.


[bookmark: _Toc149827085]9. Keeping Personal Information Secure

Personal information should be:

· Kept in locked filing cabinets or locked drawers 
· If it is computerised, be password protected.
· Company computers, mobile devices and any other IT equipment removed from the office should not be left in any vehicle and should always be shut down, password protected and kept secure when away from the office
· Confidential paperwork should be disposed of by shredding
· All visitors to Realise Futures sites should sign in and be accompanied by a member of staff
· The last person to leave the office should ensure all windows are closed and locked, activate the alarm (where applicable) and lock the door
· Office smoke detectors, fire alarms and fire extinguishers are to be fully operational and maintained with regular checks as per the Health & Safety Policy and Guidelines (HS001)
· Realise Futures operates a ‘clear desk’ policy – this means all confidential paperwork should be returned to the appropriate locked cabinet/drawer when not in use or when the office is left unattended.  It also means that when leaving your desk for a short while, you lock your computer screen
· If for any reason you are having to post Sensitive information by Royal Mail, this must be in a double envelope with ‘PROTECT-SENSITIVE-CONFIDENTIAL’ written on inner envelope.  The outer envelope should be sealed and posted Special Delivery so that it can be tracked and insured appropriately.
· Computer screens should be angled away from the view of unauthorised persons.
· Consent for marketing and correspondence purposes is recorded and managed on individual departmental consent databases either on CRM systems or Excel spreadsheets which are password protected and securely stored on our IT servers.

[bookmark: _Toc149827086]10. Telephone Conversations and Meetings

If personal information is collected by telephone, callers should be advised what that information will be used for and what their rights are according to the GDPR. A Realise Futures Privacy Notice is available and will be chosen to use relevant to the department.  This can be emailed to the individual or they can download from our website.

Personal or confidential information should not be discussed in public areas of Realise Futures’ work premises or within open-plan office areas. Wherever possible, visitors should be escorted to a private interview room or office and not be permitted to wander about the premises on their own. If possible, visitors should be escorted out of the premises when the meeting is over. All staff should be aware of the difficulties of ensuring confidentiality in an open plan area and respect the confidential nature of any information inadvertently overheard. Any notes taken during or after an interview should be of relevance and appropriate. It is recommended that such notes are subsequently filed in a legible and coherent manner and that informal notes are retained in a secure place, before being shredded.

[bookmark: _Toc149827087]11. Collecting Information

If information is collected about people, they should be informed why the information is being collected, who will be able to access it and to what purpose (Lawful basis),  how it will be stored, who it will be shared with, retention period, their rights, the name of the company Data Protection Officer and the ICO contact details. The individual concerned must agree that they understand and give explicit consent for processing to take place.  An individual has the right to refuse, however, it must be explained that this could prevent them from using or accessing some of our services. If we plan to use personal information for a new purpose, new lawful basis or there is a genuine change in circumstances, a Data Protection Impact Assessment (DPIA) will be completed first. Relevant privacy information is then updated and communicated to individuals involved before any new processing starts. A DPIA will always run alongside any new project and will be updated as required during the development of the project. Please see Appendix 2 for further information and guidance on completing a DPIA.

During the first initial contact with any customer, a privacy notice relevant to the department they are accessing will be given, either by hand (face to face), emailed or the individual directed to our website to download.  If we require to send further information to an individual which is separate from the initial service that we think is in the individual’s legitimate interest such as a newsletter or survey, then a Consent form must be completed and signed.  This is to be recorded on a Consent database or CRM depending on which area of the company it is for. At no point can we send an individual information that they have not been made aware of.  You must gain consent for information other than that which is detailed in the Privacy Notice. A review of the accuracy, effectiveness and relevance of privacy notices is completed as part of the annual Data Protection audit.
 
[bookmark: _Toc149827088]12. Disposal of Personal Data

Any personal data should be deleted according to data retention guidelines. These are available to view on the RF hub – COMP008 Data Retention Guidelines. Personal data should be shredded if in a physical form such as a paper document. Particular care should be taken to delete information from computer hard drives if a machine is to be disposed of or passed on to another member of staff.

[bookmark: _Toc149827089]13. Disclosing Information

In general you must never give out personal information to an unknown caller.
If you are required to give out personal information during the course of business, you must ensure this is limited only to the information required.
Never disclose personal information on Social Media platforms such as Facebook, Twitter, Instagram, Snap Chat and LinkedIn when used for business purposes.

There is a legal duty to disclose certain information about:

· Child abuse, which will be disclosed to social services; or for adult safeguarding reasons.
· Criminal acts, drug trafficking, money laundering or acts of terrorism or treason, which will be disclosed to the police.

[bookmark: _Toc149827090]14. Retention of Data

Realise Futures are required to retain some data for longer than others.  Privacy notices in each department outline retention periods relevant to that service.  Generally, any information with a financial transaction will be kept for 7 years after the last invoice under the requirements of HMRC.  Some funding organisations, for example, the European Social Fund, requires all projects under the ESF 2014 to 2020 Programme to keep all documents for 10 years after their final ESF claim is paid by the ESF Managing Authority. Information stored on Consent Databases will be for as long as an individual is signed up to Realise Futures.  No information will be kept longer than is necessary and this will be audited and managed annually. 

A full list of Data Retention is in Appendix 1 of this document.








[bookmark: _Toc149827091]15. Staff Responsibilities

[bookmark: _Toc149827092]15.1 Training

All staff will have training on Data Protection and this is recorded on the HR System.  Training should be completed within the employees’ probation period as soon after starting in the role as possible, along with Safeguarding, Equity, Diversity and Inclusion and Health & Safety.

[bookmark: _Toc149827093]15.2 Protective Marking

Realise Futures has adopted the following standards / markings:

CONFIDENTIAL
This is information with the highest level of protection that Realise Futures is likely to hold. Information is confidential if it includes data that is likely to impede the investigation or facilitate the commission of a serious criminal offence; might substantially undermine the financial ability of Realise Futures and its economic and/or commercial interest; or could lead to the shut down or otherwise majorly disrupt significant operations.

RESTRICTED
This is information whose release could cause significant harm or prejudice to:
· An individual, if it contains sensitive personal information
· Realise Futures, or third parties’ commercial interests
· The investigation or prosecution of a crime, or the apprehension of an offender
· The effective conduct of public affairs


PROTECT
This is information that would cause damage or prejudice:
· An individual, if it contains sensitive personal information
· Realise Futures, or third parties’ commercial interests
· The investigation or prosecution of a crime, or the apprehension of an offender; or
· The effective conduct of public affairs.

Or
· Breach proper undertaking to maintain a duty of confidence. This is not simply a document marked confidential by a member of the public. The information itself must also be confidential in nature. 
· Breach a statutory restriction on disclosure e.g. The Enterprise Act (http://www.legislation.gov.uk/ukpga/2013/24/contents/enacted)

NOT PROTECTIVELY MARKED
This is all other information not falling under any of the categories above.
Information within this level may be marked as such, i.e. NOT PROTECTIVELY MARKED, but this is not an absolute requirement. However, when used it provides positive evidence that the information has been reviewed formally and a considered and proper decision made not to protect it. 

[bookmark: _Toc149827094]16. Subject Access Requests 

Under the GDPR we have one month to comply with a Subject Data Access Request 

[bookmark: _Toc149827095]16.1 How would we provide a copy of all data electronically?

Upon receiving a subject access request to provide information on the personal data stored, we will access the relevant files where the data is stored depending on which area of the business the individual accessed.  Once all information is gathered, including information from those who are known to have access to the files, we will copy the information into a commonly used format such as Microsoft Word.  Please note that we must also check our website database enquiry forms. This will be emailed confidentially using our email system via Microsoft 365 and a confirmation receipt from the individual will be requested.  At the same time we will send the individual our Privacy Notice to explain why we hold and process their data.

[bookmark: _Toc149827096]     16.2 How would we rectify incorrect personal data if requested?

Upon receiving a request to rectify personal data, as the Data Controller we will access where the data is stored and amend.  A copy of this will be emailed to the individual who will confirm receipt.  If we are the Data Processor, we will contact the third parties that we share the information with to ensure their data is also rectified.  Our Privacy Notice will again be sent to the individual to explain why we hold and process their data.

[bookmark: _Toc149827097]16.3 How would we delete personal data if requested?

Upon receiving a request to delete all personal data held on an individual, we will need to assess the legal business requirements in accordance with HMRC tax regulations as well as the requirements of any funding authorities of Realise Futures Contracts.  If we are able to delete an individual’s data completely, all digital data will be permanently deleted from all devices and hard copy data would be shredded.  The individual will be notified and if any of the reasons above mean we cannot completely delete – the Privacy Notice will be sent outlining the reasons why and how long we need to retain before deletion.
If an individual’s data has been made public in an online environment, we will take reasonable steps to ensure we tell other organisations, if they are processing that data, to erase links to, copies or replications of that data. This will also be included in any data-sharing agreements made with companies that we share personal data with. 

In all of the above instances, we are required to check the identity of the requester to ensure validity.


[bookmark: _Toc149827098]17. Data Breaches

A data breach can be defined as follows

- access by an unauthorised third party;
- deliberate or accidental action (or inaction) by a controller or processor;
- sending personal data to an incorrect recipient;
- computing devices containing personal data being lost or stolen; 
- alteration of personal data without permission;
- loss of availability of personal data.
- hard copy (paper) personal data being lost or stolen
- Cyber Security Breach

Under the GDPR we have 72 hours to notify the Information Commissioners Office (ICO) of a data breach if  the breach likely to result in a risk to the rights and freedoms of individuals (ie – discrimination, damage to reputation, financial loss, loss of confidentiality or any other significant economic or social disadvantage).

If the data breach affects participant/s of a service contract we deliver, then the Prime Contractor should be notified immediately by the Operations Manager of that contract.

In the event of a personal data breach the following procedure should be followed:

     1.   Identify where and how the breach occurred. The person reporting the breach to          
           fill in the Data Protection Breach Form and send to the QIC manager immediately.
2.	Assess if the security needs to be updated and action immediately
3.	Identify if the ICO needs to be notified (if contract related then the Prime 
      Contractor to be notified)
4. 	Contact the ICO:  https://ico.org.uk/for-organisations/report-a-breach/ or 
      telephone: 0300 123 1113
5.	Notify the data subject/s of the data breach and the actions we will take/have
      taken to rectify this. If contract related, update the Prime Contractor.
6. 	Data breaches will be recorded, regardless of severity.


[bookmark: _Toc149827099]18. ICT Security

Realise Futures has in place adequate IT security.  All ICT including mobile phones have the relevant security software installed (Sophos).  The servers are managed and backed up offsite via our IT providers.  We have ensured that they have relevant Security policies and processes in place.

Further information on Realise Futures Security Policy can be found in COMP009 – ICT Security and Acceptable Use Policy.

[bookmark: _Toc149827100]19. Acceptable Use of ICT and Email

All staff are required to read COMP009 - ICT Security and Acceptable Use Policy and Guidance.  This details permitted use of company technology that will safeguard the integrity of data, ICT facilities and equipment as well as minimise the liability arising from the misuse of ICT across the company.  The policy will also protect the confidentiality of data and privacy of its users to the extent required by law.

[bookmark: _Toc149827101]20. Staff Guidelines for Managing Information

This is a simple guide to managing information risks for all staff. 

Only keep information for as long as it is needed
Do not retain files, e-mails etc. “just in case...” 
Please refer to the RF Document Retention Guidelines below for rules on the length of time documents should be retained.

Only keep information and data if it is a 'corporate record'
Policies, plans and reports, directives and decisions, approvals for action, briefing and background papers, project documentation, documents that initiate or authorise change and/or complete transactions, agendas and minutes, customer and staff records, and financial reports.

Do not use personal filing facilities for business information
Use departmental filing areas for all business information, data and records. 
Do not keep key information in areas to which only you have access 
Be aware of the broad definition of 'information' and what comprises 'personal data' i.e. not only electronic and paper records, but also photographs, multimedia, maps, plans, telephone calls, CCTV footage, spoken word etc. Ensure that all electronic documents are stored in the designated secure folders.

Work on the principle that anything written down and/or said might be disclosed
Be very careful about wording
Avoid defamatory comments 
Stick to the facts
Do not include your opinions or those of others unless relevant

Manage your e-mails
Not only manage them technically but also make 'subject headers' obvious
Do not start or generate e-mail 'chains'
Do not mix messages but keep e-mails and responses to a single topic 

Keep desks and work areas clear
Be safe and secure
Manage your space
Do not leave papers in public view or able to be overlooked
Do not mix papers but keep information separate
Clear desks overnight
Ensure all drawers, filing cabinets and cupboards containing personal data and/or sensitive information are locked and the keys stored separately.

Work securely
Manage your work and minimise risks if working flexibly
Ensure you only use encrypted laptops and encrypted memory sticks
Do not leave paper files/records where they could be lost or compromised 
Make sure that nobody else knows your password(s)
Do not share passwords or leave them where they might be seen
Do not share documentation with anyone other than that is stated on the Privacy Policy

Be aware of your surroundings
Be aware of who might be listening to telephone calls and modify what you disclose accordingly
Lock PC screens if you leave your work area 

Do not disclose information without authority
Always ensure you have any permission needed before passing on information 
Do not be 'bullied' or pressured into giving out details

Report any information or personal data losses immediately
The quicker situations are known about the greater the chances of minimising any 'damage'
Major fines and reputational damage can have dire consequences for the organisation, especially when these can be avoided
[bookmark: _Toc149827102]21. CCTV

We may disclose images to law enforcement agencies where a crime needs to be investigated. Exceptionally, we reserve the right to use CCTV equipment covertly for the detection of criminal activity or suspected serious malpractice. Covert equipment is only used for a limited period, the express approval of a senior manager is required and will only be granted where general notification would prejudice detection, once our enquiries are over the equipment is removed.

We do not routinely retain images longer than necessary to meet the purpose for recording them, we may need to vary this where for instance they are used in connection with a disciplinary matter. This may apply where a statutory enforcement agency utilises images to investigate an offence.

We believe our use of CCTV equipment is a proportionate means of achieving legitimate business aims. We adhere to the Information Commissioners guidance on the use of CCTV equipment in our operation policy.

We follow the General Data Protection Regulations (May 2018).



[bookmark: _Toc149827103]Appendix 1 - Realise Futures Document Retention Guidelines

	Area
	Activity  
	
	Documentation
	Retention

	Employment
	
BBO Suffolk / Essex Contracts
	participant details, name, address, email, telephone number, age, NINO, benefits info, disability info. Good News Stories
	
As per government guidelines, all projects under the ESF 2014 to 2020 Programme must ensure they keep all documents for 10 years after their final ESF claim is paid by the ESF Managing Authority - December 2026

	
	
Work and Health Programme
	Work & Health Programme - participant details, name, address, email, telephone number, age, NINO, benefits info, disability info. Good News Stories
	
As per government guidelines, all projects under the ESF 2014 to 2020 Programme must ensure they keep all documents for 10 years after their final ESF claim is paid by the ESF Managing Authority – August 2034. 
For Non ESF participants – 21st July 2032

	
	
Restart Scheme

	
Restart Scheme - participant details, name, address, email, telephone number, age, NINO, benefits info, disability info. Good news Stories
	
June 2026

	
Learning Coaching and Advice
	SCC Adult Learning Contract funded by ESFA

	
Learner Registration forms 
	
Personal data held under the SCC adult learning contract deleted annually once submitted and accepted by Suffolk County Council at the end of the academic year.
Personal data for learning not funded by Suffolk County Council retained for 3 years.

	
	
	Prison Data
	Duration limited to  post course and two week IV period.

	
	
	Staffing Data Spreadsheet
	6 years 

	
	
	ILPs and evaluations/other progress documentation, behavioural contracts, learner support plans and personal risk assessments and evacuation plans
	
Personal data held under the SCC adult learning contract deleted annually once submitted and accepted by Suffolk County Council at the end of the academic year.
Personal data for learning not funded by Suffolk County Council retained for 3 years.

	
	
	
Learner Support Applications
	
Personal data held under the SCC adult learning contract deleted annually once submitted and accepted by Suffolk County Council at the end of the academic year.
Personal data for learning not funded by Suffolk County Council retained for 3 years.

	
	
	
Safeguarding records
	
Permanently


	
	
	Learner Assessments IV/EV records
	
3 years from the date of assessment

	
RF Works
	Wellbeing – Placement across RF Works


	
Individual Service Contracts – Progression Plans, Personal Information Records, Medical information, Referral information
	
- 1 year after a person stops 
attending a placement

- 7 years for financial personal data after the last invoice issued.

	
	
	
Contact details of social workers, referral companies
	
For the duration of any partnership

	
	
	
Safeguarding records
	
Permanently

	
	Commercial Activity



 
	
Any suppliers / purchasers
	
For 7 years after the last invoice is issued.

	
	
	
Enquiries / Quotes
	
- 1 year if unsuccessful 

- 7 years if financial transaction completed


	
	
	
Job Sheets
	
3 years


	
	
	
Delivery Notes
	
3 years

	
	
	
Calibration Records
	
2 years


	
	
	
Waste Transfer Notes
	
2 years

	
	
	
Hazardous Transfer Notes

	
3 years

	
Finance
	
Accounts
	
Monthly reports
	
Destroy when administrative use ends

	
	
	
Quarterly reports
	
Destroy when administrative use ends

	
	
Asset management
	
Asset registers
	
Information about fixed assets for accounting purposes
	
Up to 25 years (longest lease on an asset)

	
	
	
Plant and equipment
	
Information about fixed assets for accounting purposes
	For as long as asset is the property of Realise Futures


	
	
	
Asset reporting
	
Reviews of asset management
	

	
	
	
Summary reports
	
Summary asset reports

	

	
	
Budget
	
Annual Budget
	
Published annual budget
	
Permanent


	
	
Debt Management
	
	
Managing creditors
	
7 years from last payment

	
	
Donations
	
	
Administration of donations
	


	
	
Financial Transactions
	
Authorisation
	Activities involved in delegating authority for carrying out financial activities on behalf of the company
	
Permanent

	
	
	
Expenditure
	
Travel and other expenses
	
7 years after transaction conclusion


	
	
	Fraud
	Activities relating to the detection, prevention and prosecution of financial irregularity
	
7 years from end of financial year

	
	
	
Income records
	Activities involved in the collection of money to the company
	
7 years

	
	
	
National Insurance Numbers
	
Process of collecting NI numbers
	
7 years after end of employee’s employment


	
	
	
Refunds
	
Information relating to the refunding of payments
	
7 years after transaction

	
	 
Taxation
	
Tax payments
	
Management and record of payments
	
7 years after transaction

	
	
	
Pay
	
Administering employee pay
	
1 year after employee leaves company 


	
	
	
Pensions
	Administering pension schemes for current and former employees
	
1 year after employee leaves company 


	
	
	
	
	

	
Risk Assessment
	
Emergency Planning
	
Contingency Planning
	
Documentation relating to the Business Continuity Plan
	
Destroy when plan is superseded

	
	
	
	
	

	Human Resources
	Induction
	
	Documentation relating to the process and undertaking of induction for new employees
	















Destroy 6 years after termination of employment

	
	Job Descriptions and Person Specifications
	
	Documents for current posts
	

	
	Discipline
	Final warnings
	
	

	
	
	No warning given
	
	

	
	
	Oral warnings
	
	

	
	
	Written warnings
	
	

	
	Employee conditions
	
	Documentation relating to an individual’s general and specific conditions of employment
	

	
	Employee details
	
	Details about the employee and his/her appointed post
	

	
	Grievances
	
	Documents relating to the grievances between the employer and employee
	

	
	Individual training records
	Proof of completion
	Evidence of course completion
	

	
	Leave
	
	Documentation relating to requested employee leave: annual, study, carers, special, compassionate, unpaid
	

	
	Maternity / Paternity
	
	Entitlements and calculations
	Destroy 6 years after termination of employment

	
	Medical assessments
	
	Medical assessments and health related information
	Destroy 6 years after termination of employment

	
	Major injuries
	
	Record major injuries – note if hazardous injury then see below in Health & Safety section
	Major hazardous injury recording should be kept for 40 years after termination of employment (See HSE website)

	
	Performance appraisal
	
	Documentation relating to the performance appraisal of the employee, including performance related pay if applicable
	
Destroy 6 years after termination of employment 



	
	Personal Risk Assessments
	
	Including restrictions e.g. cannot lift, desk work only
	Destroy 6 years after termination of employment

	
	Recruitment
	
	Process relating to the recruitment of the employee
	Destroy 6 years after termination of employment

	
	Secondment
	
	Documentation relating to the employee’s secondments to, from or within the company
	Destroy 6 years after termination of employment

	
	Sickness monitoring
	
	           
Documentation relating to sickness absence, including medical certificates               
	Destroy 6 years after termination of employment

	
	Termination
	
	Documentation relating to the leaving process, resignation, termination and retirement
	Destroy 6 years after termination of employment

	
	Volunteers
	
	Documentation relating to volunteer available to or used by the Company, include risk assessments but see Personal Risk Assessments above
	Destroy 1 year after termination of employment

	
	
Recruitment
	
Authorisation
	
Company to recruit
	For as long as post is current

	
	
	
Job Descriptions
	
Job descriptions and person descriptions for posts
	
For as long as the post is current

	
	
	Unsuccessful Candidates
	Information about unsuccessful candidates
	3 months if candidate unsucessful

	
	
	Position (Post)
	Process for a specific post
	


6 years after termination of employment


	
	
	Secondment
	Process related to the secondment of employees
	

	
	
	Volunteers
	Process relating to the recruitment of volunteers
	

	
	Termination
	
	Termination of employment
	

	
	Terms and Conditions
	Staff Benefits
	Documentation relating to discretionary benefits offered to employees 
	

	
	
	Staff Facilities
	Documents relating to special facilities available to employees
	

	
	
	Staff recognition
	Documentation relating to recognising the efforts of specific employees or groups of employees
	

	
	
	Terms and Conditions
	The general terms and conditions of employment with the company
	

	
	
	
	
	

	Information and Communication Technology
	Infrastructure
	Storage
	Storage systems and servers
	To be reviewed every 5 years

	
	
	Web Development
	Includes development of internet - website
	To be kept for as long as in use (superseded)

	
	
	
	
	

	Information Management
	Access to Information 
Data Protection
	DPA Process
	Process around the requesting of personal information under the Data Protection Act
	Audited annually and to be kept until superseded

	
	
	Data Protection Declarations
	Completed customer’s forms only. Templates are filed in the ‘Forms and Templates’ folder below
	Whilst in use

	
	
	Monitoring Requests
	Subject Access Requests for personal information under the Data Protection Act
	Act within 30 days - destroy when completed

	
	
	Notification
	Notifying the use of personal data to the Information Commissioner
	Destroy 3 years after notification lapses or until registration is required for renewal

	
	Freedom of information
	Access Status Records
	Statistical monitoring records for access requests
	Destroy 10 years after creation

	
	
	Monitoring Requests
	Requests for information under FOI. Requests received and request responses
	Destroy 3 years after creation

	
	
	FOI Process
	Processes around requests under the Freedom of Information Act
	Destroy 5 years after superseded

	
	
	Reporting
	Reporting and publishing FOI requests
	Destroy 3 years after creation

	
	
	
	
	

	Legal 
	Legal Management
	Agreements
	Including non-legal agreements
	Destroy 6 years after agreement ends

	
	
	Copyright / Trademarks
	Intellectual property rights
	Permanent

	
	
	Trusts
	Legal Services and Trusts
	Permanent while either party lives

	
	
	
	
	

	
Management (Central)
	Audit (see under Finance for Financial Audits)
	
	The audit activities (carried out by internal or external auditors) involving checking financial, quality assurance and operational records to ensure they have been kept and maintained in accordance with agreed or legislated standards and correctly record the events, processes and business of the organisation in a specified period. For purely financial audits, see under Finance.
	
Keep for 3 years

	
	Meetings
	Agendas, Minutes
	Detail of key ‘core’ meetings as per individual divisions Quality Frameworks 
	Keep for 10 years as per our Memorandum and Articles of Association.

	
	Business Cases
	
	Information related to identifying a need or requirement for a business or service progress
	Destroy 2 years after end of project or process

	
	Complaints (and comments)
	Complaint ID

	Information relating to complaints and the prescribed process. Include complaints about our responses to Freedom of Information, Data Protection and any other information access requests.
	Destroy after 5 years unless relevant to an ESF project, then keep for the contractually stipulated time (See departmental contract retention)

	
	Compliments
	
	Compliments and comments and response received and the responses to them
	Destroy after 5 years

	
	Corporate Initiative
	
	Information about innovation or ‘special’ organisational projects. For major projects see ‘Corporate Projects’
	Destroy 5 years after use

	
	Communication Support
	Staff Communications
	Communications to the staff
	Keep for 1 year

	
	Corporate Communications
	Campaigns
	Publicity and promotional campaign information
	Destroy after 5 years

	
	
	Branding
	Documentation relating to the process of creating and the use of any corporate image and relevant guidance within the company.
	Destroy when superseded

	
	
	Image Library



	Photographs and images
	 - 5 years from date of signature on photo permission/publicity and case study form

	
	
	Marketing
	Documentation relating to the marketing of the company or a specific function or service
	Destroy after 7 years

	
	
	Media Liaison
	Documentation relating to liaison of between the company and local media
	Destroy after 3 years from file closure

	
	
	Media Releases
	Information related to the media e.g. Press releases
	Destroy after 7 years

	
	
	Media Cuttings
	Compilation of media in which the local area or company is mentioned e.g. Press cuttings
	May be destroyed after 1 month if you wish

	
	
	Publicity
	Corporate Publicity
	May be destroyed after one month if you wish

	
	Public Relations
	Media Reports
	Media Reports
	Destroy after 5 years

	
	
	Published Work
	Published by the Company
	Destroy after 5 years

	
	
	Statistics and feedback from the Public
	
	Destroy after 5 years

	
	
	PR
	PR related information
	Destroy 5 years after last action

	
	
	
	
	

	
	
	
	
	

	Procurement
	Purchase Orders
	
	Documentation on non-tendered contracts
	Destroy 6 years after end of contract

	
	Registers
	
	Registers of preferred or existing suppliers etc.
	Hold current version only

	
	Sale of Goods and Services
	
	Information relating to sales of Goods and Services we provide to others
	Destroy 6 years after sale or end of contract or 12 years in contract signed under seal

	
	
	
	
	

	Risk Management and Insurance
	Risk management
	Business Continuity Planning
	Information related to business continuity, includes disaster recovery and business resilience plans
	Offer to Archivist for review 2 years after superseded

	
	
	Education
	Relates to campaigns aimed at achieving business continuity awareness and planning
	Destroy 2 years after campaign

	
	
	Risk Assessment
	Risk Register
	Destroy 3 years after last assessment

	
	Insurance
	Insurance Claims
	Anything relating to claims against the Company
	Destroy 6 years after all obligations/entitlements are discharged or when the claimant reaches 25 years of age if later


	
	
	
Insurance Policies
	
Documentation related to insurance policies
	
Destroy 6 years after policies have expired

	
	
	Insurance renewals
	Documentation related to insurance policy renewals
	Destroy 6 years after policies have expired

	
	
	Summary Arrangements
	
	Permanent 









[bookmark: _Toc149827104]Appendix 2 - Data Protection Impact Assessment (DPIA)

To be completed at the start of any new major project involving personal data, or, if there is a significant change to an existing process.  
	Step 1: Identify the need for a DPIA

	Explain what the project aims to achieve and what type of data processing it involves.  Link to business case proposal (if submitted).  Summarise why you identified the need for a DPIA.

	







	Step 2: Describe the processing

	Describe the nature of the processing:  how will you collect, use, store and delete data? What is the source? Will you be sharing data with anyone? Maybe refer to a flow diagram to show data flows.  

	







	Describe the scope of processing:  what is the nature of the data, does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	







	Describe the context of the processing:  What is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme?

	











	Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing for you, and more broadly? 
Do you need to update an existing privacy notice due to changing the purpose of processing personal data?

	









	Step 3: Consultation Process

	Consider how to consult with relevant stakeholders:  describe when and how you will seek individuals’ views, or justify why it’s not appropriate to do so.  Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other expert?

	






	Step 4: Assess necessity and proportionality

	Describe compliance and proportionality measures, in particular: 
What is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	


















	Step 5: Identify and assess risks

	Describe the source of risk and nature of potential impact on individuals.  Include associated compliance and corporate risks as necessary.
	Likelihood of harm 
(remote, possible, probable)
	Severity of harm
(minimal, significant, severe)
	Overall Risk
(low, medium, high)

	







	


	

	


	Step 6: Identify measures to reduce risk

	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5.

	Risk
	Options to reduce / eliminate
	Effect on risk 
eliminated, reduced or accepted
	Residual risk
low, medium or high
	Measure approved
yes/no

	








	
	
	
	

	Step 7: Sign off and record outcomes

	Approved by: (name and date) 


	Actions on Risks Identified approved by: (name and date):


	Actions implemented into the Project Plan (name and date):


	Data Processing activities added to the Data Processing spreadsheet: (name and date)



[bookmark: _Toc149827105]Appendix 3 – GDPR FAQs

1. A colleague can see my screen, I am concerned they are seeing special category data, is this a data breach?
No, colleagues are employees of Realise Futures.   No data breach as within the company. The privacy notice states the data is shared with colleagues in RF.

2. I’ve sent an email internally to the wrong person, it contains special category data.  Is this a data breach?	
No, the data is contained internally, and you would have only sent to an RF employee.

3. I’ve accidentally sent the password details of the RF website to an external supplier, is this a data breach?
No,  the website is hosted on a separate domain and whilst the password would need to be changed immediately after sending externally, no special category or company data is held on the website.

4. We are working with an organisation as part of our contract and have sent them an email containing personal information.  Is this a data breach?
No, any organisation that we work with will have signed a Data Protection Sharing Agreement.  If this is not in place, then you need to sort one ASAP.

5. I have a piece of work that I have kept on our SharePoint that I used in 2017.  I want to keep it in case I need it in the future.  It contains customer details. Is this a data breach?
Yes, if the number of years kept is not within the Data Retention guidelines within the Data Protection Policy then it is a data breach.

6. A wellbeing colleague has lost their social care file whilst travelling home from a Realise Futures site.  Is this a data breach?
No, not by Realise Futures.  This is the individual’s personal information and it was lost away from a Realise Futures site and is the responsibility of the individual.

7. I want to use a photo of a paid / wellbeing colleague who has left the company.  Is this a data breach?
If an individual leaves Realise Futures, then we are no longer able to use their photo for any new publications.  If there is a photo of the individual in a picture on a wall, it should be removed.  We cannot control the brochures or information that has left RF and is in the public domain.  
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